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Usual Scenarios ..

SIP / WebRTC Endpoint VoIP Service Provider

Click to 
Call

Telecom Carrier 

Web Server



Machine Learning in Media Streams 

Echo Cancellation

Noise Suppression

Jitter Control 

Image Stabilization 
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Voice Activity Detection 
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Audio fingerprinting 
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Echo Cancellation 
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End device features

Face / Feature Detection 

Voice Modulation

Voice Bots / NLP  

Background Substitution

Object Recognition 

Object Tracking 

http://hayleejung.com/deerheaven/
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Telecom Service based 
Applications of ANN

SIP / WebRTC Endpoint VoIP Service Provider

Click to 
Call

Telecom Carrier 



Subscriber Churn and Outliers

Complains , 
Recharges plans 

Collect CDR for daily call 
patterns 

- identify  high call 
volumes, or extremely 
long calls, or high call 
volumes from a 
particular extension



Predictive Analysis 
Mean Opinion Score (MOS) - key metric for Quality of Service (QoS) of Call

 predicting conversational voice quality non intrusively

Language Impact on Voice Quality assessment 





Performance 
Metrics of 

Packet Loss 
on 
Different Codecs

● G.729 (8 Kb/s), 
● G.723.1 (6.3 Kb/s), 
● AMR(the highest mode, 12.2 Kb/s 

and the lowest, 4.75 Kb/s)
● iLBC (15.2 Kb/s).

Image Source : New models for perceived voice 
quality prediction and their applications in playout 
buffer optimization for VoIP networks
Lingfen Sun , Emmanuel Ifeachor



VoIP provider based Applications 
of ANN

SIP / WebRTC Endpoint VoIP Service Provider

Click to 
Call

Telecom Carrier 



Performance 
Metrics of 

Packet Loss 
on 
Different VoIP 
Service Providers 

Source - QoS Evaluation Based on Extend 
E-Model in VoIP Hongli Zhangab, Zhimin Gua , 
Zhenqing Tian- 2011



Anomaly detection 

Image Source :  Karimazad, Reyhaneh and A. 
Faraahi. “An Anomaly-Based Method for DDoS 
Attacks Detection using RBF Neural Networks.” 
(2011).

- Intrusion detection based on  
Recurrent Neural Network 
(RNN) model

- Malicious System Call 
Sequence Detection 
(MSCSD)



Call Prioritization 

Geographical routing 

Call pattern mapping
- Bypass additional checks 

to remove latency

Additional applications of ANN in voIP  
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Unexplored Areas 



Etiquette analysis 

Politeness , Courtesy and sticking to matter 
- applicable for use cases - Sales , Pre-Sales , Customer Care , Call Centres  
- analogous to Sentiment analysis of customers in call 

Regulatory analysis 

no pin , passwords to be queried from users on phone
- prevent phishing 
- for any pincodes use IVR/ DTMF
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Telecom Fraud

Traffic Pumping  
- “access stimulation” techniques to boost traffic to a high cost destination

Defraud Telecom Service Providers

- Exploitation of SIP trunks , 
- regulatory loopholes 
- Premium rate numbers 

misused 

Img source : TransNexus
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Img source : TransNexus

Multiple Transfer Fraud



One ring and Cut to generate Call back revenue

Blind Call Transfers 

Call Cards  

Vishing  

VOMIT  

SPIT

Other popular VoIP vulnerabilities 
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Detection of Fraud and Countermeasures 

Call signatures 

Risk Assessment 

Fraud occur in off-hours  

- when networks are often monitored less closely so that they can go unnoticed longer 

Back propagation Neural Network to detect SPAM calls 

VoIP Intrusion Detection  

Aggregate data from  honeypot application and traffic monitoring to ANN 
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Recognizing attacks using ANN

Classifying Possible Intrusions 

options tests; options scanning; call testing; unknown protocol; register and 

call; registration test, registration flooding; register attempt

Aggregate data from honeypot application and traffic monitoring to design 
response 
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Thank you   :)



Extras



● G.729 (8 Kb/s), 
● G.723.1 (6.3 Kb/s), 
● AMR(the highest mode, 12.2 Kb/s 

and the lowest, 4.75 Kb/s)
● iLBC (15.2 Kb/s).

Performance 
Metrics of 

Packet Loss 
on 
Different Codecs

Image Source : Voice quality prediction models 
and their application in VoIP networks
Lingfen Sun , Emmanuel Ifeachor


