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hello, | am Altanal

10 yrs in Telecom + Voice Over IP + Media streaming +
Communication as a Service

FreeLancer , Open source contributor and blogger

https://telecom.altanai.com/

Author of WebRTC Integrator’'s Guide -
Inventor of RamuDroid ( Bot to clean roads and PACKT :
outdoors ) = aa

3

currently with @Airtel

![Gitter][GS |mage] m

npm install webrtcdevelopment
® m 18 "er endencies ersion 6.1.1
e a m u rOI updated a month ago
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Machine Learning in Media Streams

Gaming Communication & :
i , e-learning call centre
application collaboration
WebRTC API Echo Cancellation

Session Management through signalling ( HTTP / Websockets / SIP WS etc ) NOiSG SuppreSSion

Voice Video Transport

Audio Codecs VP8 Codec SRTP
(iSAc, iLBC, Opus)
Audio lJitter / Packet
loss control
NetEQ
( AEC, NR)

getUserMedia(
{audio:true}, success(),

err())

Jitter Control

Image Stabilization

Video lJitter / packet

Multiplexing
loss control

Image Enhancements

, synchronization STUN + TURN + ICE

getUserMedia(
{video:true}, success(),

err())

WebRTC Browsers ( chrome , firefox , opera )

PeerConnection
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Voice Activity Detection

Raw wave of /yes/00f0204f_nohash_0.wav
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Audio fingerprinting

” ” I" I“l“ Features DB

Sample set Model

Training ™~ Trained

Feature
Extraction

-t b - b o ——

Unknown

User X

Supervised learning approach
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Echo Cancellation

Who is
speaking ?

Audio Processing
engine

Gain control
Noise suppression
Comfort noise
generator

@altanai Echo Source from handsfree
or from reflective wall
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End device features

Face / Feature Detection

Voice Modulation

Voice Bots / NLP
Background Substitution
Object Recognition

Object Tracking

Deer Heawen. ~  CAMERA Deer Heaven ~ CAMERA @
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Telecom Service based
Applications of ANN

VolIP Service Provider
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Subscriber Churn and Outliers

Collect CDR for daily call
- identify high call

Recharges plans
patterns

Complains,
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volumes, or extremely
long calls, or high call

volumes from a
particular extension
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Predictive Analysis
Mean Opinion Score (MOS) - key metric for Quality of Service (QoS) of Call

predicting conversational voice quality non intrusively

Voice quality prediction models and their application in VolP networks

Publisher: IEEE Cite This PDF

Lingfen Sun ; E.C. Ifeachor  All Authors

Language Impact on Voice Quality assessment

VolP quality measurement: subjective VolP quality
estimation model for G.711 and G.729 based on native

Thai users
¥ ino f

Authors: Therdpong Daengsi, Nalakkhana Khitmoh, Pongpisit Wuttidittachotti Authors Info & Affiliations

Publication: Multimedia Systems « October 2016 e« https://doi.org/10.1007/s00530-015-0468-3
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MOS(PESQ)

x Measured
[E Model ]—— MOSc

End to end Delay

Perceptual Evaluation
Reference — of Speech Quality ....Degraded
speech (PESQ) speech

Loss fate ——— .
Delay - gon Lo e Predicted
codec egression Mode MOSc

b

Deduce jitter buffer

control and adaptive
Measurement of conversational voice quality using a combined PESQ and E-model. sender bit rate
P Ref : Voice Quality Prediction Models and Their Application in VolP Networks
‘ WOMEN IN DATA SCIENCE Lingfen Sun and Emmanuel C. Ifeachor




Performance % (G.723.L/PESQ
: -# G.723.UPESQ-LQ
Metrics of iLBCIPESQ
iLBC/PESQ-LQ

Packet Loss
on
Different Codecs

MOS (PESQ/PESQ-LQ)

MOS (PESQ/PESQ-LQ) vs.

Packet loss ratep

5 | 1] - o 18
—+ AMR(H)/PESQ
—+ AMR(H)/PESQ-LQ
45} A AMR(LPESQ |
-& AMR(LVPESQ-LQ
-O- G.729/PESQ

- G.729/PESQ-LQ

o (G.729 (8 Kb/s),

G.723.1 (6.3 Kb/s),

e AMR(the highest mode, 12.2 Kb/s
and the lowest, 4.75 Kb/s)

iL_I?C (15.2 Kb/s).

LSl L
10 5 10 15 20 25 30

paCket loss rate (p, %) Image Source : New models for perceived voice
quality prediction and their applications in playout

buffer optimization for VolP networks
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VolIP provider based Applications
of ANN

| VolIP Service Provider
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4 —&— Skype (extend)

aE: ' ; : —&— Windows (extend)

---- \ Google(extend)

4 | - Skype
Performance
Metrics of 2. = —%— Windows

/
f

8 ; S —&8— (oogle
Packet Loss = N .
on }-h - ' St
Different VolP |
Service Providers
0.5
0 1 1 | 1 | | 1 1 1 1

Packet loss(%)

Source - QoS Evaluation Based on Extend
E-Model in VoIP Hongli Zhangab, Zhimin Gua,

WOMEN N DATA SCIENCE Zhenging Tian- 2011




| Filtering Module :
. | I et e——
Incoming Suspicious !
Anomaly detection  _Lincomine, P | A—
Traffic | Source IP Table : i |
| T . ' Capturing :
I I |
I Updating Module | : Miadake :
. . | I
- Intrusion detection based on | e | T -
Recurrent Neural Network I:‘:;;"e’
(RNN) model I R g v i R [ s .
: DDoS Detection Module | :
- Malicious System Call 4 Feature Extraction :
Sequence Detection e Maoduls E
(MSCSD) ""“—'-Nom#af Engine | :
Traﬂ"ic | E l | I
: Traffic Aggregation :
| I
: Attack Module :
LY R, v e oo SO L
—  Attack Alarm Module :
| I

'''''''' -l- - Image Source : Karimazad, Reyhaneh and A.
Faraahi. “An Anomaly-Based Method for DDoS
Attacks Detection using RBF Neural Networks.”
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Adding up all Latencies in VoIP system

; Processing and
3 eagssembling delay

Additional applications of ANN in volP -

Media Server

Call Prioritization

Encoing, Nating delay

g Paéketization delay

Geographical routing - | e oo

Call pattern mapping =
- Bypass additional checks Ty
to remove latency >
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Etiquette analysis

Politeness , Courtesy and sticking to matter
- applicable for use cases - Sales , Pre-Sales , Customer Care , Call Centres
- analogous to Sentiment analysis of customers in call

Regulatory analysis

no pin , passwords to be queried from users on phone

- prevent phishing
- for any pincodes use IVR/ DTMF
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Telecom Fraud

Traffic Pumping
- *access stimulation” techniques to boost traffic to a high cost destination

Defraud Telecom Service Providers

- Exploitation of SIP trunks

- regulatory loopholes =
- Premium rate numbers ®_> = _p@ _p@ sss | ©
misused = :X: —
Fraudster @ PBX or Service High Cost
Voicemail Provider Destination

System

e

Call Generator

WOMEN IN DATA SCIENCE @a|tanai



Multiple Transfer Fraud

—— */—5 '
Fraudster PBX Service \ High Cost A A &

A Provider Destination

\ @I v ®% :

> $$38$ $$88 $$8S $$8S

o2

High Cost
Destination

Img source : TransNexus
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Unified

Communications

Infrastructure

Other popular VoIP vulnerabilities

One ring and Cut tdgene'kéfe Call back revenue

Blind Call Transfers

Class 2

&

FireRTC

Call Cards ..  oher

Vishing
VOMIT
SPIT

<7/ WOMEN IN DATA SCIENCE

Cutsourcing

jrespoke | miatrix

Infrastructure, \WebRTC PaaS

\WebRTC PaaS

@ENERE]

ip

Unified

Communications

OBIHAI

Telephony

Collaboration

Webinars Call Center

Unified Collaboration

Communications

@ sqwiggle voxbone

" letwork

& LIVENINJA @ XCALLY*"

Social Network

JELL = .
|| EDVINA

ﬁcc/Squ!ionJ

Consulting &
Qutsourcing

Collaboration Video

Conferencina

Dialegic oraAcCLE Qlws

Other

\WebRTC PaaS

" apidaze

WebRTC PaaS

-~

GENBAND

Other Infrastructure

Consulting & Telephony

Qutsourcing

M

Collaboration

Testing &

Monitoring

@ Clig

Video Collaboration
Conferencing
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Detection of Fraud and Countermeasures

Call signatures
Risk Assessment

Fraud occur in off-hours
- when networks are often monitored less closely so that they can go unnoticed longer

Back propagation Neural Network to detect SPAM calls

VolIP Intrusion Detection

Aggregate data from honeypot application and traffic monitoring to ANN
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Recognizing attacks using ANN

Classifying Possible Intrusions

options tests; options scanning; call testing; unknown protocol; register and

call; registration test, registration flooding; register attempt

Aggregate data from honeypot application and traffic monitoring to design
response
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MOSc vs. packet loss and delay (for AMR 4.75Kb/s) MOSc vs. packet loss and delay (for G.729)

4.
35
3+
g 2.
15+
14
Performance 05
Metrics of G.729 (8 Kbls),
G.723.1 (6.3 Kbls),
Packet loss (%) Delay (ms) Packet loss (%) Delay (ms) e AMR(the highest mode, 12.2 Kb/s
(a) (h) and the lowest, 4.75 Kb/s)
Packet Loss MOSc vs. packet loss and delay (for G.723.1) MOSc vs. packet loss and delay (for iLBC) e ILBC(15.2 Kb/s).
on o i
Different Codecs 3s-
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Packet loss (%) Delay (ms) Packet loss (%) Delay (ms) and their application in VolP networks
(c) (d) Lingfen Sun , Emmanuel Ifea

Fig. 12. MO S« versus packet loss and delay for different codecs: (a) for AMR (4.75 Kb/s); (b) for G.729: (c) for G.723.1: (d) for iLBC.



